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What am I NOT going to talk about

Å Ethics of following rules/regulations/codes of conduct.

ÅMorality of doing the òrightó thing.

Å Why regulations/codes exist and the good of the children.

ÅCriticising othersõ positions.

Å Pretend that privacy is the number one priority for companies.
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What am I am going to talk about

ÅWhatõs going on with child privacy in the 

commercial online world ðEEA, UK and US.

ÅChallenges and approaches of weaving these 

together.
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A Question of Compliance

Å An assumption of complete compliance.

Å The real world and real problem of cherry 
picking.

Å The complexity of putting the business first.

Å The Privacy Policy is the weak spot.
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Childrenõs Online Privacy Protection Act (COPPA)

Å Puts parents in control of <13 Personal Information collection from the 
child.

Å Privacy notices, security, parental email notices, parental consent, rights 
of access, objection, revocation of consent, erasure, minimisation.

Å Applies to:

ïòGeneral Audienceó services with actual knowledge of <13 US children 
usage.

ïòChild Directedó services.
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COPPA Notice/Consent Requirements
Data Collection Activity Prior Parental Email Notice / Consent Requirements

Authentication only / bare essential use / 
safety / security.

No notice or consent.

Authentication + password reminders. No notice or consent, but email addresses must be 
prevented from being reused for other communications.

One-time request for response (e.g. enter a 
competition).

No notice or consent. Send one response by email then 
delete the email address.

Direct request for multiple responses (e.g. 
newsletter, service reminders).

Prior notice required. Prior consent not required. Email 
address can only be used for the requested purpose.

Further data collection with no 3rd party 
data sharing.

tǊƛƻǊ ŎƻƴǎŜƴǘ ǊŜǉǳƛǊŜŘΦ όά9Ƴŀƛƭ tƭǳǎέ ǇŜǊƳƛǘǘŜŘΦύ

Any further data collection with data 
sharing.

tǊƛƻǊ ǾŜǊƛŦƛŜŘ ŎƻƴǎŜƴǘ ǊŜǉǳƛǊŜŘΦ όά9Ƴŀƛƭ tƭǳǎέ ƴƻǘ 
permitted.)
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Two approaches to avoiding COPPA consent

ÅUsers are not children: 

collect all the data.

ÅUsers are children:

bare minimum data 

collection.

2020
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YouTube òMade for Kidsó Disabled Features

Video Level: 

Å Autoplay on home

Å Cards or end screens

Å Channel branding watermark

Å Channel Memberships 

Å Comments

Å Donate button 

Å Likes and dislikes on YouTube Music

Å Live chat or live chat donations

Å Merchandise and ticketing

Å Notification bell

Å Personalized advertising

Å Playback in the Miniplayer

Å Super Chat or Super Stickers

Å Save to playlist and Save to watch later

Channel Level: 

Å Channel Memberships 

Å Notification bell

Å Posts

Å Stories
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The California Consumer Privacy Act

Å òMinorsó ðopt-in vs opt-out of òsaleó of PI

ï <13 - parental consent required

ï 13-15 - affirmative consent by the consumer

ï 16+ - opt-out by the consumer

Å Based on òactual knowledgeó of age, like COPPA.

Å òA business that willfully disregards the consumerõs age shall be deemed to have had actual knowledge of 
the consumerõs ageó

Å CCPA parental consent is in addition to COPPA consent requirements. Similar consent requirements, but 
no òEmail Plusó.

Å Remember - COPPA is child collected data only. CCPA is all child data selling.
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Changing US Landscape

Å California Privacy Rights Act (CPRA)
ï Extends the CCPA

ï Triple fines for improper sale <16 children.

Å COPPA 2.0 (Senate)
ï Bans personalised ads <13

ï CCPA like individual consent for collection and right to erasure for 13 -15

Å PROTECT Kids act (House) ðextends COPPA to <16

Å Overall shift towards <16, rather than <13.



CARL GOTTLIEB, FIP, CIPP/US, CIPP/E, CIPM, Consulting Data Protection Officer CarlGottlieb.com       @CarlGottlieb

Changing US Landscape

Å California Privacy Rights Act (CPRA)
ï Extends the CCPA

ï Triple fines for improper sale <16 children.

Å COPPA 2.0 (Senate)
ï Bans personalised ads <13

ï CCPA like individual consent for collection and right to erasure for 13 -15

Å PROTECT Kids act (House) ðextends COPPA to <16

Å Overall shift towards <16, rather than <13.



CARL GOTTLIEB, FIP, CIPP/US, CIPP/E, CIPM, Consulting Data Protection Officer CarlGottlieb.com       @CarlGottlieb

China

ÅRegulation on Network Protection of Childrenõs Personal 

Information (Oct 1 st 2019)

ÅPrior parental consent for processing <14
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Child Online Consent Ages

Belgium

13
Denmark

13
Estonia

13

Finland

13
Latvia

13
Malta

13

Portugal

13
Sweden

13

UK

13
Austria

14
Bulgaria

14

Cyprus

14
Italy

14

Lithuania

14
Spain

14

Czech
Republic

15

France

15

Greece

15

Croatia

16

Germany

16

Hungary

16
Ireland

16

Luxembourg

16

Netherlands

16

Poland

16

Romania

16

Slovakia

16
Slovenia

16 -> 15

Canada

13
USA

13
China

14

Gibraltar

13

Guernsey

13

Iceland

13
Isle of Man

13

Jersey

13

Liechtenstein

16

Norway

13

San Marino

16

Serbia

15
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Conform to the Code to

Comply with the GDPR/DPA/PECR

Å Statutory Code of Practice for an ISS likely to be access by a child.

Å Putting the best interests of the child first. òProtect children within the 

Internet, not from it.ó

Å Carrot and stick ðhelps you comply but beats you if you donõt (Section 127 

of the DPA).

Å If you donõt comply with the code youõll struggle to show compliance with 

the GDPR/DPA/PECR.
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Applicability of the Code

Å òRelevant information society services (ISS) which are likely to be 
accessed by childrenó

Å ISS - òany service normally provided for remuneration , at a distance , by 
electronic means and at the individual request of services.ó

Likely out of scope:

Å Some public authority services (no remuneration)

Å Law enforcement purposes (not GDPR)

Å Brochureware website, online booking for in -person service (not provided òat a distanceó)

Å Traditional Voice telephony service (not òdelivered by electronic meansó)

Å Radio/TV broadcasters (not requested by individual) [Excludes on -demand services]

Å Preventative or counselling service (DPA 2018 S123 scopes it out)
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Territorial Reach

ÅProcessing of UK child data by:

ïUK establishments

ïNon-EEA establishments targeting UK children.

ïEEA establishments after the Brexit Transition.
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Timeline of the Age Appropriate Design Code

FINAL VERSION 21 DAY WAIT FULL EFFECT
(FROM AUTUMN 2021)

LAID BEFORE PARLIAMENT
(40 SITTING DAYS)

IN FORCE
(12 MONTH TRANSITION)
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The Age Appropriate Design Code

Give Children More Privacy by Design
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1. Best interest of the child
2. Data protection impact assessments
3. Age appropriate application
4. Transparency
5. Detrimental use of data
6. Policies and community standards
7. Default settings
8. Data minimisation

9. Data sharing
10.Geolocation
11.Parental controls
12.Profiling
13.Nudge Techniques
14.Connected toys and devices
15.Online tools

Contents of the Code
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Child Online Consent Ages

Belgium

13
Denmark

13
Estonia

13

Finland

13
Latvia

13
Malta

13

Portugal

13
Sweden

13

UK

13
Austria

14
Bulgaria

14

Cyprus

14
Italy

14

Lithuania

14
Spain

14

Czech
Republic

15

France

15

Greece

15

Croatia

16

Germany

16

Hungary

16
Ireland

16

Luxembourg

16

Netherlands

16

Poland

16

Romania

16

Slovakia

16
Slovenia

16 -> 15

Canada

13
USA

13
China

14

Gibraltar

13

Guernsey

13

Iceland

13
Isle of Man

13

Jersey

13

Liechtenstein

16

Norway

13

San Marino

16

Serbia

15
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Age Appropriateness

ÅTransparency and Fairness

ÅRisk and requirement for parental involvement.

ÅHow òhigh privacyó by default?

ÅConfidence of a childõs age.
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Child Friendly Communication

ÅJust-in time notices.

ÅAge appropriate.

ÅUser defined choice of language.

ÅDeter anti -privacy behaviour.
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Default Settings

ÅHigh Privacy by Default ðrobust minimisation.

ÅSimilar to cookie rules, only the bare essential.

ÅConsider the spirit of the Code to help the child.

ÅNon-permanent setting changes.

ÅMulti -user device profiles.
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Click Here to Rate My Presentation!

100%
something else
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Privacy Controls òOnline Toolsó

ÅHelp the child exercise their privacy rights.

ÅProvide mechanisms for urgent cases.

ÅKeep the child informed.
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Global Complexities
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What defines a child? Age of digital òconsentó?

Belgium

13
Denmark

13
Estonia

13

Finland

13
Latvia

13
Malta

13

Portugal

13
Sweden

13

UK

13
Austria

14
Bulgaria

14

Cyprus

14
Italy

14

Lithuania

14
Spain

14

Czech
Republic

15

France

15

Greece

15

Croatia

16

Germany

16

Hungary

16
Ireland

16

Luxembourg

16

Netherlands

16

Poland

16

Romania

16

Slovakia

16
Slovenia

16 -> 15

Canada

13
USA

13
China

14

Gibraltar

13

Guernsey

13

Iceland

13
Isle of Man

13

Jersey

13

Liechtenstein

16

Norway

13

San Marino

16

Serbia

15
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Example Age Stages (ICO)

Å0 - 5: pre -literate and early literacy

Å6 - 9: core primary school years

Å10-12: transition years

Å13-15: early teens

Å16-17: approaching adulthood 
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What defines a child?

Å What do we call them?

ï Child, kid, òdata subject under the required age of consent for an ISS depending on your locationó?

Å What age can a child be?

ï Is it based on consent or contract rules?

ï Is it under 13, 16, 18?

ï Is it anyone in full time education? 

Å Where is the child?

ï Registration location, selected location, current location, home location?

ï Should age definition change when the user moves location?

ï How precise do we need to be?

Å Keep it simple!
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Am I targeting children?

Å Is the registered user the actual user? Not for YouTube.

Å Am I likely to attract/appeal to children?

Å What is the business trying to achieve?

Å Test your assumptions, consult and document.

ÅCheck for common mistakes, e.g. Google Play Store òDesigned 

for Familiesó.
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Progression to Age Gating
Extent of Age Knowledge and Verification Example

No age knowledge.

Passive estimation of age knowledge. Determine age from user behaviour and feature use.

Reuse of existing age knowledge. !ƭǊŜŀŘȅ ƪƴƻǿ ŀƴ ŜȄƛǎǘƛƴƎ ǳǎŜǊΩǎ ŘŀǘŜ ƻŦ ōƛǊǘƘΦ

Confirmation of permitted age. ά!ǊŜ ȅƻǳ ƻǾŜǊ моΚέ ¸Ŝǎ κ bƻ

User self-selection of age. άIƻǿ ƻƭŘ ŀǊŜ ȅƻǳΚέ

User self-selection of date of birth. ά²ƘŜƴ ǿŜǊŜ ȅƻǳ ōƻǊƴΚέ

Self-ǎŜƭŜŎǘƛƻƴ Ҍ ƘŀǊŘ ǿŀƭƭ ǇŀǊŜƴǘŀƭ άŜƳŀƛƭ 
Ǉƭǳǎέ ŎƻƴǎŜƴǘΦ

ά¢Ƙŀƴƪǎ ŦƻǊ ǊŜƎƛǎǘŜǊƛƴƎΣ ǿŜΩǾŜ ǎŜƴǘ ȅƻǳǊ ǇŀǊŜƴǘ ŀƴ ŜƳŀƛƭ ǘƻ 
ŀǇǇǊƻǾŜ ȅƻǳǊ ǊŜƎƛǎǘǊŀǘƛƻƴΦέ

Self-selection + hard wall parental verified 
consent.

ά¢Ƙŀƴƪǎ ŦƻǊ ǊŜƎƛǎǘŜǊƛƴƎΣ ǿŜΩǾŜ ǎŜƴǘ ȅƻǳǊ ǇŀǊŜƴǘ ŀƴ ŜƳŀƛƭ ǘƻ 
ŀǇǇǊƻǾŜ ȅƻǳǊ ǊŜƎƛǎǘǊŀǘƛƻƴΦ ²ŜΩƭƭ ƴŜŜŘ ǇǊƻƻŦ ǘƘŜȅ ŀǊŜ ŀƴ ŀŘǳƭǘΦέ

Easy for ISS & user.
Hard to comply.

Painful for ISS & user.
Easier to comply.

But is the user the actual user?
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COPPA Parental Consent

Acceptable methods include having the parent:

Å sign a consent form and send it back to you via fax, mail, or electronic scan;

Å use a credit card , debit card, or other online payment system that provides notification of each separate 
transaction to the account holder;

Å call a toll -free number staffed by trained personnel;

Å connect to trained personnel via a video conference;

Å provide a copy of a form of government issued ID that you check against a database, as long as you 
delete the identification from your records when you finish the verification process;

Å answer a series of knowledge -based challenge questions that would be difficult for someone other than 
the parent to answer; or

Å verify a picture of a driver's license of other photo ID submitted by the parent and then comparing that 
photo to a second photo submitted by the parent, using facial recognition technology .

Å Use òEmail Plusó
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Awful Basis for Processing

EEA & UK

Consent

Contract

Legitimate Interests

Legal Obligations

Vital Interests

Public Interest
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Awful Basis for Processing

EEA & UK

Consent

Contract

Legitimate Interests

Legal Obligations

Vital Interests

Public Interest

US

Verified Consent

Parental Notice

Permitted
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Awful Basis for Processing

ÅConsent has different meanings and different degrees. 
Sometimes you need òconsentó.

ÅContract validity is highly variable, per country and per 
person. Strict usage in the EU for certain activities.

Å Legitimate Interests has the high burden of justification 
and providing the òbest interests of the child.ó
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The need for (Parental) Consent

ÅCOPPA collection for reuse/sharing.

ÅCCPA data òsellingó. CPRA data òsharingó.

ÅePrivacy Directive aspects ðend user storage / 

cookies.

ÅBehavioural Ads (High risk)
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GDPR Consent vs ePrivacy Consent

Å The GDPR has a minimum age for consent as a lawful basis (for an 
ISS) for processing personal data ðArticle 8.

Å The ePD reuses the GDPRõs consent definition (òfreely given, 
specific, informed and unambiguous indicationó, but not the ISS 
age minimum.

Å This creates a narrow exemption where a child can provide 
ePrivacy consent to an ISS where no personal data is processed.
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ISS ePrivacy Involves Personal Data

ÅForget ePrivacy Consent, your business 

will want to process personal data.

ÅSo how do you get consent for this?
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The Bad Consent Problem

1. I donõt know the age of my actual user.

2. I want to serve them behavioural ads/tracking.

3. I need their consent, so I serve them a cookie banner.

4. The user agrees and I start tracking them.

5. But if the user is an <13/16 child, do I actually have consent? Am I 
unlawfully processing/sharing their data?

6. What about tracking pixels in emails I send to children?

With a mixed audience, is a partly òbadó consent the only answer?
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No consent for non -personalised ads

Å Non-personalised ads still need consent under the ePD. Nobody talks about 
this.

Å COPPA has an exemption for this data sharing.

Google:

Å òAlthough non-personalized ads donõt use cookies or mobile ad identifiers for 
ad targeting, they do still use cookies or mobile ad identifiers for frequency 
capping, aggregated ad reporting, and to combat fraud and abuse. 
Therefore, you must obtain consent to use cookies or mobile ad identifiers 
for those purposes where legally required, per the ePrivacy Directive in 
certain EEA countries.ó
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ePrivacy Trends

Å New ePrivacy guidance is emerging from each regulator, converging on strict 
standards for consent. Still patchy enforcement.

Å Nudges and fairness are getting attention. A/B testers will need to watch out. 
CCPA includes opt-out reminders. The Code pushes for non-permanent 
settings.

Å The ePrivacy Regulation might include:
ï Legitimate Interests for some end user device processing, but not for òchildrenó.

ï Allowance for òcookie-or-pay wallsó.
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Start with the obvious

ÅStrict compliance with the ePD would be 

a good start.

ÅBe sincere ðyou know when youõre 

pushing the boundaries and taking risks.
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